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METHODS, SYSTEMS, AND
COMPUTER-READABLE MEDIA FOR
SELF-LEARNING INTERACTIVE
COMMUNICATIONS PRIVILEGES FOR
GOVERNING INTERACTIVE
COMMUNICATIONS WITH ENTITIES
OUTSIDE A DOMAIN

BACKGROUND

1. Field of the Disclosure

The technology of the disclosure relates to configuring
communications privileges in a domain/domain server for
communications involving entities outside the domain.

2. Technical Background

Traditional switch-based phone communication systems
provide simple mechanisms to allow a called party to control
interactions with a calling party. For example, voice mail is
one form of controlling interactions. If a called party does not
answer a phone call from a calling party, the calling party may
leave a voice mail for the called party. The called party phone
calls may also be automatically directed to voice mail. In
either scenario, the called party can retrieve the voice mail at
their convenience and decide if a return phone call will be
made to the calling party. Caller identification, also known as
“caller id,” is another form of controlling interactions. The
called party can review the caller id of the calling party to
identify the calling party and decide if the calling party phone
call will be answered.

The Internet provides an infrastructure for establishing
communications using data packet-based communications
between entities. The entities may be user devices. A common
example is e-mail communications. For example, Session
Initiation Protocol (SIP) was developed as one signaling pro-
tocol that could be used for establishing communications
sessions in an Internet Protocol (IP) network. Voice over IP
was also promoted adopting SIP as one protocol of choice.
With SIP and other Internet protocols developed for Internet
communications, users or entities are identified by their asso-
ciated domains. Domain names are used as part of a simple
identification label under the Domain Name System (DNS) to
indicate in which domain a user or other entity is associated.
Other identification information, such as a user identification
tag or address, can be associated with a domain name to
provide a complete identification of a unique user or entity.
Thus, one method of a first user or entity requesting to estab-
lish communications with a second user or entity, is for the
first domain of the first user or entity to request contact with
a second domain associated with the second user. The first
domain server can make a DNS server request to find the IP
address of the second domain server associated with the sec-
ond domain user or entity to be contacted so that communi-
cations can be established. Thereafter, the first domain server
can send an invite to the second user or entity at the second
domain. Ifthe second domain determines that the second user
or entity exists within its domain, the invite can be handed off
from the second domain server to the second user or entity to
establish communications with the first user or entity.

One problem with this architecture for IP communications
is that an outside system can spam users or entities in a given
domain. An outside system can randomly make up addresses
for a given domain to unsolicitedly contact users or entities in
the domain. In this regard, domain servers may employ enter-
prise application software (EAS) in enterprise system con-
figurations executed on a domain server to address spam and
decide which communications are to be forwarded to its users
or entities within its domain. A common example involves
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email communications. Enterprise systems may discriminate
which email communications are forwarded to an addressed
user or entity in its domain based on the address and/or
domain of the user or entity outside the domain requesting
email communications. However, this poses an issue for
interactive communications, such as voice and video commu-
nications, as examples. For interactive communications,
parsing and filtering may not maintain the interactive nature
and integrity of the communications. Further, it may be
desired to filter communications differently between users or
entities within the same domain as opposed to communica-
tions outside a domain. Thus because of these issues, many
enterprise systems choose not to employ SIP or other IP
signaling protocols for communications with other systems
outside its domain. The rationale is the potential of being
flooded with unwanted invites and having to provide different
filtering configurations based on whether communications
are within the domain or with entities outside of the domain.

In response, federated database systems or federation sys-
tems have been developed and deployed in enterprise sys-
tems. Federation systems allow an administrator to setup and
predefine, or provision, security rules or privileges (“federa-
tion rules”) for IP communications from an outside domain to
control relationships to users inside the domain of the enter-
prise system. For example, a federation system may be con-
figured to allow SIP voice calls from an outside domain, but
not allow SIP video calls from the outside domain. Further,
these federation rules may be set on an individual user basis or
particular groups or communities of users. A problem with
federation systems is that over time, the federation rules
become massive and difficult for administrators to maintain
as a result of constant provisioning and relationships becom-
ing outdated. The rules become too numerous and complex to
effectively manage. Further, configuring communities of
users often lacks enough granularity and often, multiple com-
munal relationships are required thereby requiring additional
federation rules. Further, as federation rules are configured
for additional outside domains with users or entities that are
members of different domains, additional federation systems
may be required to be deployed further increasing complexity
and federation rule maintenance issues.

Accordingly, there is a need for effectively and efficiently
providing a way to configure and maintain privileges for
interactive communications between users and entities within
different domains that scales well as complexity increases.

SUMMARY OF THE DETAILED DESCRIPTION

Embodiments disclosed in the detailed description include
methods, systems, and computer-readable media for self-
learning interactive communications privileges for governing
interactive communications with entities outside a domain.
As a non-limiting example, the domain may include enter-
prise systems. The interactive communications privileges can
be used to process interactive communications requests
between entities inside a domain and entities outside the
domain. An entity can be an individual user within a domain,
or a domain itself where multiple individual users are repre-
sented by the domain, or all known users in a domain. The
requested interactive communications are allowed if the
interactive communications privileges configured for the
entity outside the domain allow for the requested interactive
communications. The interactive communications privileges
are determined in an automated, self-learning manner in
response to monitoring communications interactions
between the entities outside the domain and entities inside the
domain. In this manner, the interactive communications privi-
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leges are not required to be provisioned and maintained by an
administrator. The interactive communications privileges can
be determined by gathering insight information about the
entities outside the domain. The insight information about an
entity outside the domain is information that is useful in
determining which interactive communications privileges to
configure for an entity outside the domain. As non-limiting
examples, insight information can include interactive com-
munications capabilities, permissions, associations, trust-
worthiness, and/or reputation information.

In this regard in one embodiment, a method for providing
a self-learning interactive communications privilege configu-
ration for an entity outside a domain is provided. The method
includes monitoring communication of an entity inside the
domain. The method also includes determining if the com-
munication involves an entity outside the domain. If the com-
munication involves an entity outside the domain, the method
further includes as follows. The method further includes gath-
ering insight information about the entity outside the domain
and determining possible interactive communications privi-
leges for the entity outside the domain based on the insight
information. The method further includes sending the pos-
sible interactive communications privileges for the entity out-
side the domain to the entity inside the domain. The method
further includes receiving a selection from the entity inside
the domain of the possible interactive communications privi-
leges for the entity outside the domain. The method further
includes storing the selection of the interactive communica-
tions privileges for the entity outside the domain.

In another embodiment, a system for providing an interac-
tive communications privilege configuration for an entity out-
side a domain is disclosed. In this embodiment, the system
includes at least one communications interface associated
with the domain. The system also includes a control system
associated with the at least one communications interface and
the domain. The control system is configured to monitor
communication of an entity inside the domain. The control
system is further configured to determine if the communica-
tion involves an entity outside the domain. If the communi-
cation involves an entity outside the domain, the control sys-
tem is further configured as follows. The control system is
further configured to gather insight information about the
entity outside the domain. The control system is further con-
figured to determine possible interactive communications
privileges for the entity outside the domain based on the
insight information. The control system is further configured
to send the possible interactive communications privileges
for the entity outside the domain to the entity inside the
domain. The control system is further configured to receive a
selection from the entity inside the domain of the possible
interactive communications privileges for the entity outside
the domain. The control system is further configured to store
the selection of the interactive communications privileges for
the entity outside the domain.

In another embodiment, a computer-readable medium is
provided. The computer-readable medium has stored thereon
computer executable instructions to cause a control system
associated with the at least one communications interface and
a domain to monitor communication of an entity inside the
domain, and determine if the communication involves an
entity outside the domain. If the communication involves an
entity outside the domain, the computer-readable medium has
stored thereon computer executable instructions to cause a
control system associated with the at least one communica-
tions interface and a domain to gather insight information
about the entity outside the domain, determine possible inter-
active communications privileges for the entity outside the
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domain based on the insight information, send the possible
interactive communications privileges for the entity outside
the domain to the entity inside the domain, receive a selection
from the entity inside the domain of the possible interactive
communications privileges for the entity outside the domain,
and store the selection of the interactive communications
privileges for the entity outside the domain.

Additional features and advantages will be set forth in the
detailed description which follows, and in part will be readily
apparent to those skilled in the art from that description or
recognized by practicing the embodiments as described
herein, including the detailed description that follows, the
claims, as well as the appended drawings.

It is to be understood that both the foregoing general
description and the following detailed description present
embodiments, and are intended to provide an overview or
framework for understanding the nature and character of the
disclosure. The accompanying drawings are included to pro-
vide a further understanding, and are incorporated into and
constitute a part of this specification. The drawings illustrate
various embodiments, and together with the description serve
to explain the principles and operation of the concepts dis-
closed.

BRIEF DESCRIPTION OF THE FIGURES

The accompanying drawing figures incorporated in and
forming a part of this specification illustrate several aspects of
the disclosure, and together with the description serve to
explain the principles of the disclosure.

FIG. 1 is a block diagram of an exemplary system that
includes domains configured to self-learn interactive commu-
nications privileges for communications with entities outside
the domain;

FIG. 2 is an exemplary flowchart illustrating exemplary
functions of a contextual observation function configured to
obtain contextual observation information about an entity
outside the domain;

FIG. 3 is an exemplary flowchart illustrating exemplary
functions of an interactive privilege function configured to
provide self-learning interactive communications privilege
configurations for an entity outside the domain;

FIG. 4 is the exemplary system of FIG. 1 illustrating that a
domain can receive insight information from various sources
about an entity outside the domain;

FIG. 5 is the exemplary system of FIG. 1 illustrating an
exemplary message composed by the interactive privilege
function to gather insight about an entity outside the domain
which can be used to determine interactive communications
privileges for the entity outside the domain;

FIG. 6 is the exemplary system of FIG. 1 illustrating the
exemplary interactive privilege function providing interac-
tive communications privilege recommendations to an entity
inside the domain regarding interactive communications with
an entity outside the domain;

FIG. 7 is the exemplary system of FIG. 1 illustrating the
exemplary session manager function configured to establish
interactive communications between an entity inside the
domain and an entity outside the domain based on interactive
communications privileges configured for the outside the
domain;

FIG. 8 is an exemplary flowchart illustrating a session
manager function receiving a request for establishing an
interactive communications session between an entity inside
the domain and an entity outside the domain and determining
if the interactive communications session is allowed based on
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the interactive communications privileges configured for the
entity outside the domain; and

FIG. 9 is a schematic diagram representation of an exem-
plary domain server in the system in FIG. 1 and configured to
execute instructions from an exemplary computer-readable
medium to perform the functions described herein.

DETAILED DESCRIPTION

With reference now to the drawing figures, several exem-
plary embodiments of the present disclosure are described.
The word “exemplary” is used herein to mean “serving as an
example, instance, or illustration.” Any embodiment
described herein as “exemplary” is not necessarily to be con-
strued as preferred or advantageous over other embodiments.

Embodiments disclosed in the detailed description include
methods, systems, and computer-readable media for self-
learning interactive communications privileges for governing
interactive communications with entities outside a domain.
As a non-limiting example, the domain may include enter-
prise systems. The interactive communications privileges can
be used to process interactive communications requests
between entities inside a domain and entities outside the
domain. An entity can be an individual user within a domain,
or a domain itself where multiple individual users are repre-
sented by the domain, or all known users in a domain. The
requested interactive communications are allowed if the
interactive communications privileges configured for the
entity outside the domain allow for the requested interactive
communications. The interactive communications privileges
are determined in an automated, self-learning manner in
response to monitoring communications interactions
between the entities outside the domain and entities inside the
domain. Inthis manner, the interactive communications privi-
leges are not required to be provisioned and maintained by an
administrator. The interactive communications privileges can
be determined by gathering insight information about the
entities outside the domain. The insight information about an
entity outside the domain is information that is useful in
determining which interactive communications privileges to
configure for an entity outside the domain. As non-limiting
examples, insight information can include interactive com-
munications capabilities, permissions, associations, trust-
worthiness, and/or reputation information.

Before examples of methods, systems, and computer-read-
able media for self-learning interactive communications
privileges for governing interactive communications with
entities outside a domain are discussed, an exemplary system
in which these functions may be provided is first discussed. In
this regard, FIG. 1 illustrates such an exemplary system 10.
The system 10 in this example includes two exemplary
domains 12A, 12B, although any number of domains can be
included in the system 10. The domains 12A, 12B identify a
realm of administrative autonomy, authority, or control that is
governed by a common set of rules. The domains 12A, 12B
may have associated domain names that provide an identifi-
cation label for identifying the domains 12A, 12B for com-
munications in the Internet (e.g., [identification_label].com).
In this example, each domain 12A, 12B is configured to
support a plurality of user devices 14A, 14B connected via
intra-network interfaces 16A, 16B, respectively, to the
domain 12A, 12B. The user devices 14A, 14B are examples
of entities. Entities with the domains 12A, 12B can also
involve other devices that are not necessarily user devices or
user controlled. The user devices 14A, 14B could be, as
examples, 1P telephones, computers, and other network
devices.
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The domains 12A, 12B may each include domain servers
18A, 18B, respectively, that contain a collection of computer
programs that collectively serve the needs of the domain. For
example, the domain servers 18A, 18B may be enterprise
servers or enterprise domain servers. One service provided by
the domain servers 18A, 18B is supporting communications
between user devices 14A, 14B within the same domain 12A,
12B, also referred to as intra-domain communications. The
domain name is not required for intra-domain communica-
tions. The domain servers 18A, 18B also support inter-do-
main communications between user devices 14A, 14B in
different domains 12A, 12B. In inter-domain communica-
tions, the domain names form part of the identification of the
user devices 14A, 14B to identify their respective domains. It
should be understood that for the sake of simplicity of expla-
nation domain servers 18 A, 18B are illustrated as single serv-
ers with and the functions shown within these servers can be
implemented all in a single server or in several servers that
interact with each other to accomplish the overall set of func-
tions described in relation to domain servers 18A, 18B.

With continuing reference to FIG. 1, each domain server
18A, 18B may contain a respective email server 19A, 19B.
The email servers 19A, 19B include applications that receive
and process email messages from entities or clients within
their domains 12A, 12B, and entities outside their domains
12A, 12B. Email messages are a form of asynchronous com-
munications. Email messages are not generally thought of as
interactive communications. Interactive communications
typically include communications that involve synchronous
interaction, such as voice, video, instant messaging, as non-
limiting examples. The email servers 19A, 19B contain stor-
age area for storing emails and rules that govern how the
email servers 19A, 19B should react when determining the
destination of a specific message or how to reach to a sender
of the message. The email messages processed by the email
servers 19A, 19B include sender and destination addresses. If
an email message is intended to be sent to another entity
inside the same domain as the domain of the sender, a domain
name may not be required to be included in the recipient
address. If an email message is intended to be sent to an entity
outside the domain of the sender, a domain name is included
in the recipient address.

With continuing reference to FIG. 1, as will be discussed in
more detail below, each of the domain servers 18A, 18B are
configured to self-learn interactive communications privi-
leges for entities located outside of their respective domains.
The interactive communications privileges can be used to
process interactive communications requests between enti-
ties inside a domain and entities outside the domain. The
requested interactive communications are allowed if the
interactive communications privileges configured for the
entity outside the domain allow for the requested interactive
communications. An entity can be an individual user within a
domain, or a domain itself where multiple individual users are
represented by the domain, or all known users in a domain.
The interactive communications privileges are determined in
an automated, self-learning manner in response to monitoring
communications interactions between the entities outside the
domain and entities inside the domain. In this manner, the
interactive communications privileges are not required to be
provisioned and maintained by an administrator. In this
example, user devices 14A are entities inside the domain
12A, and user devices 14B are entities inside the domain 12B.
User devices 14B are entities outside of the domain 12A, and
user devices 14A are entities outside the domain 12B. It may
be important for the domain servers 18A, 18B, to control
communications with entities inside their domain (e.g., user
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devices 14A, 14B, respectively), and entities outside their
domain (e.g., user devices 14B, 14 A, respectively).

The domain servers 18 A, 18B control establishing of com-
munications between entities inside and outside their respec-
tive domains 12A, 12B. The domain servers 18A, 18B make
decisions whether or not to allow communications to be
established with entities outside their respective domains
12A, 12B. Whether establishing of communications is
allowed can be based on server factors or information. This
information can be included in the identity of the domain, the
membership communities of the entity outside the domain,
the reputation of the entity outside the domain, the trustwor-
thiness of the entity outside the domain, and/or the commu-
nication capabilities of the entity outside the domain, as non-
limiting examples. Each of these types of information are
examples of insight information that is useful in determining
whether establishing of interactive communications should
be allowed, and if so, what types of communications, media
flows, information exchanges, availability insight, and other
nuances of interactive communications are permissible.

As one example of insight information, the reputation of an
entity outside a domain may be determined by the domain
servers 18A, 18B by calling upon a reputation function 20.
The reputation of an entity can be the reputation of the domain
if the entity is the domain. In this example, all user entities
within the domain in essence inherit the reputation of the
domain. Alternatively, the reputation of an entity can be the
reputation of an individual user or groups of users within a
domain. As illustrated in FIG. 1, the reputation function 20
may be provided in cloud services 22 external to the domains
12A, 12B. The reputation service 20 in the cloud services 22
may be called upon by a domain server 18A, 18B. The repu-
tation function 20 contains reputation information regarding
entities. The reputation of the entity outside a domain 12A,
12B may be used by a domain server 18A, 18B to determine
whether to allow establishment of interactive communica-
tions with entities inside their respective domains 12A, 12B,
and if so, what type of interactive communications to allow.
The reputation function 20 could also be provided outside of
the cloud services 22, including in internal domains and out-
side domains, including either of domains 12A, 12B.

As another example of insight information, the communi-
ties in which an entity outside a domain is a member or a part
of may be determined by the domain server 18A, 18B by
calling upon a community function 24. For example, an entity
may belong to a community of a SIP programmers group.
Communities can also involve societal, professional, techni-
cal, business, and other groups and affiliations. A domain
itself may belong to a community and insight about this
membership of the domain may be considered by domain
server 18A, 18B. As illustrated in FIG. 1, the community
function 24 may be provided in cloud services 22 external to
the domains 12A, 12B which may be called upon as a service
to call upon the community function 24. The community
function 24 could also be provided outside of the cloud ser-
vices 22, including in other domains, including domain serv-
ers 18A, 18B. The community function 24 contains commu-
nity information regarding entities. The communities in
which an entity outside a domain is a member or part of may
be used by a domain server 18 A, 18B to determine whether to
allow establishment of interactive communications with enti-
ties inside their domains 12A, 12B, respectively, and if so,
what type of interactive communications to allow.

As another example of insight information, the interactive
communications capabilities or profile of an entity outside a
domain may be determined by the domain server 18A, 18B by
calling upon a member capability and profile function 26. As
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illustrated in FIG. 1, the member capability and profile func-
tion 26 may be provided in cloud services 22 external to the
domains 12A, 12B which may be called upon as a service to
call upon the member capability and profile function 26. The
member capability and profile function 26 could also be pro-
vided outside of the cloud services 22, including in other
domains, including domain servers 18A, 18B. The member
capability and profile function 26 contains capability and
profile information regarding entities. For example, a given
entity may only have capabilities to communicate in certain
manners (e.g., email communications, but not video commu-
nications). As another example, a profile provided for an
entity may provide for certain types of communications and
not others (e.g., email communications, not video or white-
board communications). The capabilities and/or profiles of
entities outside a domain may be used by a domain server
18A, 18B to determine whether to allow establishment of
interactive communications with entities inside their respec-
tive domains 12A, 12B, and if so, what type of interactive
communications to allow. Those skilled in the art will recog-
nize that other types of insight describing a domain 12A, 12B
and/or entity may be acquired and used in a similar fashion to
the examples described and all such forms of insight fall
within the scope of this disclosure.

Each domain server 18A, 18B contains several compo-
nents that facilitate intra-network and inter-network commu-
nications with entities inside their respective domains 12A,
12B, including their respective user devices 14A, 14B. For
example, a session manager function 28A, 28B may be pro-
vided in each of the domain servers 18A, 18B. The session
manager functions 28A, 28B control establishment of com-
munication sessions between entities inside their respective
domains 12A, 12B, and entities inside their domains 12A,
12B with entities outside their domains 12A, 12B. As an
example, the session manager functions 28A, 28B may be
configured to handle a particular signaling protocol or proto-
cols to handle communication establishment requests and
establishments, such as SIP for establishing sessions in an IP
network. The ability of the session manager functions 28A,
28B to establish these sessions means that a host of innova-
tive, interactive communications services may be possible.
Non-limiting examples of these interactive communications
services include voice, video, Instant Messaging, file share,
availability insight, location insight, web share, and shared
whiteboard.

As previously discussed, one problem with this architec-
ture for IP communications is that an outside system can spam
users or entities in a given domain. An outside system can
randomly make up addresses for a given domain to unsolic-
itedly contact users or entities in the domain. Enterprise sys-
tems may discriminate which email communications are for-
warded to an addressed user or entity in its domain based on
the address and/or domain of the user or entity outside the
domain requesting email communications. For interactive
communications, parsing and filtering may not maintain the
interactive nature and integrity of the communications. Fur-
ther, it may be desired to filter communications differently
between users or entities within the same domain as opposed
to communications outside a domain. Thus because of these
issues, many enterprise systems choose not to employ SIP or
other IP signaling protocols for communications with other
systems outside its domain. The rationale is the potential of
being flooded with unwanted invites and having to provide
different filtering configurations based on whether commu-
nications are within the domain or with entities outside of the
domain.
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In response, federated database systems or federation sys-
tems have been developed and deployed in enterprise sys-
tems. A problem with federation systems is that over time, the
federation rules become massive and difficult for administra-
tors to maintain as a result of constant provisioning and rela-
tionships becoming outdated. The rules become too numer-
ous and complex to effectively manage. Further, configuring
communities of users often lacks enough granularity and
often, multiple communal relationships are required thereby
requiring additional federation rules. Further, as federation
rules are configured for additional outside domains with users
or entities that are members of different domains, additional
federation systems may be required to be deployed further
increasing complexity and federation rule maintenance
issues.

As anon-limiting example, the domain servers 18A, 18B in
FIG. 1 are configured to allow for default email and voice
communications without calling upon the interactive com-
munications privileges, which are discussed in more detail
below. Several components and functionalities are included
in the domain servers 18A, 18B that govern interactive com-
munications from entities outside their domains 12A,12B. As
will be discussed in more detail below and in response to the
issues discussed above, these components and functionalities
provide for self-learning of interactive communications privi-
leges for governing interactive communications with entities
outside their respective domains 12A, 12B.

Note that email and voice communications with entities
outside the domain are allowed in this example regardless of
whether interactive communications privileges have been
established with the entity outside the domain. This is
because the self-learning of interactive communications
privileges for entities outside the domains 12A, 12B are trig-
gered based on initial communications with entities inside the
domains 12A, 12B with entities outside the domains 12A,
12B. Thus, some form of default communications (e.g., email
and/or voice) between entities in a domain 12A, 12B and
entities outside the domain 12A, 12B is provided and allowed
regarding of interactive communications privileges config-
ured for the entities outside the domain 12A, 12B. The inter-
active communications governed by the interactive commu-
nications privileges herein may be a richer set of
communications types than those provide as default allowed
communications types, such as email and/or voice commu-
nications as non-limiting examples. As non-limiting
examples, interactive communications governed by the inter-
active communications privileges herein may be synchronous
communications and/or real-time communications.

In this regard with references to FIGS. 1 and 2, each of the
domain servers 18A, 18B include context observation func-
tions 30A, 30B. The context observation functions 30A, 30B
will be discussed with reference to FIGS.1and 2. FIG. 2 is a
flowchart that illustrates exemplary operation of the context
observation functions 30A, 30B. The context observation
functions 30A, 30B monitor communications with entities
inside their respective domains 12A, 12B, including commu-
nications between entities outside their respective domains
12A, 12B (block 200 in FIG. 2). As examples, the session
manager functions 28A, 28B may either report communica-
tions to the context observation functions 30A, 30B, or the
context observation functions 30A, 30B can poll the session
manager functions 28A, 28B. In this example, the context
observation functions 30A, 30B are not concerned with moni-
toring intra-domain communications—the entities inside the
domains 12A, 12B are trusted and their interactive commu-
nications capabilities of are known. The context observation
functions 30A, 30B determine the strength of the communi-
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cations between entities inside their domains 12A, 12B and
entities outside their domains 12A, 12B (block 202 in FIG. 2),
because it may not be desired to attempt to self-learn interac-
tive communications privileges for entities outside the
domain 12A, 12B until a certain threshold of interactions with
the entities outside the domain 12A, 12B have been exceeded.
As an example, these communications may score the com-
munications between entities inside the domains 12A, 12B
and entities outside the domains 12A, 12B. The scoring may
be based on the number and/or length of the communications
as non-limiting examples.

With continuing reference to FIGS. 1 and 2, if the strength
or score of the communications between an entity inside the
domain 12A, 12B and an entity outside the domain 12A, 12B
does not exceed a defined threshold (decision 204 in FIG. 2),
the process repeats by continuing to monitor communication
sessions (block 200 in FIG. 2). For example, the defined
threshold may be a defined threshold communications level.
If the strength or score of the communications between an
entity inside the domain 12A, 12B and an entity outside the
domain 12A, 12B does exceed a defined threshold (decision
204 in FIG. 2), the context observation functions 30A, 30B
will call upon respective interactive privilege functions 32A,
32B in their domain servers 18 A, 18B, as illustrated in FIG. 1
(block 206 in FIG. 2). As will be discussed in more detail
below, the interactive privilege functions 32 A, 32B determine
interactive communications privileges for the entity outside
the domain 12A, 12B. The interactive communications privi-
leges will govern future interactive communications between
entities inside their respective domain 12A, 12B and entities
outside their respective domain 12A, 12B. The address of the
entity inside the domain 12A, 12B and the address of the
entity outside the domain 12A, 12B are passed to the inter-
active privilege functions 32A, 32B. Any other insight infor-
mation about the entity outside the domain 12A, 12B avail-
able is also provided to the interaction privilege functions
32A, 32B. For example, the domain servers 18A, 18B may
call upon respective insight agents 34 A, 34B that can gather
and/or provide insight information about entities. More infor-
mation on insight agents that may be employed as the insight
agents 34 A, 34B herein is disclosed in U.S. patent application
Ser. No. 12/125,644 filed on May 22, 2008 entitled “Insight
Distribution,” which is incorporated herein by reference in its
entirety.

FIG. 3 is an exemplary flowchart illustrating exemplary
functionality of the interactive privilege functions 32A, 32B.
The interactive privilege functions 32A, 32B are provided in
the domain servers 18A, 18B and are configured to provide
self-learning interactive communications privilege configu-
rations for entities outside their respective domains 12A, 12B.
The interactive privilege functions 32A, 32B receive a com-
munications report from their respective context observation
functions 30A, 30B regarding communications involving
entities outside their respective domains 12A, 12B (block 300
in FIG. 3). As discussed above and illustrated in FIG. 2, the
interactive privileges function 32A, 32B is only called upon
in this embodiment if the interactions between an entity
inside the domain 12 A, 12B and an entity outside the domain
12A, 12B exceed a defined threshold (blocks 204, 206 in FIG.
2). The interactive privileges functions 32A, 32B will then
determine insight about the entity outside the domain 12A,
12B to configure the interactive communications privileges
for the entity outside the domain 12A, 12B.

Inthis regard, the interactive privileges functions 32A, 32B
can call upon one or more resources that may be available to
determine insight about the entity outside the domain 12A,
12B. Insight may be information that is useful in determining
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which interactive communications privileges to configure for
an entity outside the domain. As non-limiting examples,
insight information can include interactive communications
capabilities, permissions, associations, trustworthiness, and/
or reputation information. For example, the interactive privi-
leges function 32A, 32B may call upon their respective
insight agent 34A, 34B to determine insight about the entity
outside the domain 12A, 12B (block 302A in FIG. 3). The
interactive privileges function 32A, 32B may also send a
communication to the entity outside the domain 12A, 12B to
inquire as to their interactive communications capabilities or
gain other insight about the entity outside the domain 12A,
12B (block 302B in FIG. 3). The interactive privileges func-
tion 32A, 32B may also call upon one or more of the cloud
services 22 to determine insight about the entity outside the
domain 12A, 12B (block 302C in FIG. 3). The interactive
privileges functions 32A, 32B may call upon any number of
these insight sources to gather insight about the entity outside
the domain as illustrated in the system 10 in FIG. 4 (block 304
in FIG. 3).

As illustrated in FIG. 4, the interactive privilege function
32A is illustrated as being able to call upon the cloud services
22, particularly the reputation function 20, the community
function 24, and/or the member capability and profile func-
tion 26. The interactive privilege function 32A is also illus-
trated in FIG. 4 as being able to call upon the insight agent
34B ofthe domain 12B to gain insight on an entity outside the
domain 12A and inside the domain 12B. Although not illus-
trated in FIG. 4, the interactive privilege function 32B can call
upon the same functions and insight agent 34A of domain
12A to gain insight on an entity outside the domain 12B and
inside the domain 12A. It should be understood by those
skilled in the art that any number of insight sources located
either inside the domains 18A, 18B or inside any other
domains that have insight about the domains 18A, 18B may
be called upon to provide insight by the interactive privilege
function 32A, 32B.

As discussed above, one option in block 302B in FIG. 3 for
the interactive privilege functions 32A, 32B to gather insight
about an entity outside their respective domain 12A, 12B is to
send a communication message to the entity outside the
domain 12A, 12B to inquire as to their interactive communi-
cations capabilities and related address or other insight. This
option is illustrated by example in the system 10 in FIG. 5.
This option for gathering insight about an entity outside the
domain 12A, 12B may betaken if, for example, insight cannot
be gathered about the entity outside the domain by other
means or gained with the sufficient or desired detail. As
illustrated in FIG. 5, the interactive privilege function 32A in
domain 12A is shown as having compiled a message 36 to be
sent to Bob_Smith@Other_Company. Bob_Smith may be a
user entity in the domain 12B. In this example, the “Other_
Company” domain name identifies domain 12B. The mes-
sage 36 is complied by the interactive privilege function 32A
based on monitoring of interaction communications between
Bob_Smith@Other_Company with
Ralph_Jones@My_Company. Ralph_Jones is a user entity in
domain 12A (see also, block 200 in FIG. 2). The “My_Com-
pany” domain name identifies domain 12A in this example.

With continuing reference to FIG. 5, the message 36 com-
piled by the interactive privilege function 32A indicates that
user entity Ralph_Jones at domain My_Company (12A) is
attempting to contact user entity Bob_Smith at domain Oth-
er_Company (12B) to gather insight information about user
entity Bob_Smith. The message 36 asks Bob_Smith to send
its communications capabilities and addresses for such capa-
bilities to the My_Company domain (12A). The interactive
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privilege function 32A will receive insight information from
Bob_Smith if Bob_Smith responses to message 36.

Whether Bob_Smith responds to the message 36 (e.g.,
block 302B in FIG. 3), or whether insight about Bob-Smith is
gathered through other means (e.g., blocks 302A, 302C in
FIG. 3), the interactive privilege function 32A will thereafter
develop a possible set of interactive privileges for the entity
outside the domain 12A based on the received insight infor-
mation (block 306 in FIG. 3). In the present example, the
interactive privilege function 32A will develop a possible set
ofinteractive privileges for the user entity Bob_Smith outside
the domain 12A, in the domain 12B based on the received
insight information.

As illustrated by example in the system 10 in FIG. 6, the
interactive privilege function 32A will thereafter send the
developed set of interactive privileges 39 for the entity outside
the domain 12A to the entity inside the domain 12A (block
308 in FIG. 3). Non-limiting examples of interactive commu-
nications privileges include voice communications, video
communications, instant messaging (IM), file sharing, avail-
ability insight, location insight, web sharing, shared white-
board, and the Avaya Flare® capability suite. Flare® is an
interactive user interface enabling a variety of communica-
tions capabilities developed and marketed by Avaya, Inc. 211
Mount Airy Road, Basking Ridge, N.J. 07920, and is dis-
closed in more detail in U.S. patent application Ser. No.
12/948,140 filed on Nov. 17, 2011 entitled “METHOD AND
SYSTEM FOR CONTROLLING AUDIO SIGNALS IN
MULTIPLE CONCURRENT CONFERENCE CALLS;”
which is incorporated herein by reference in its entirety. In
this example, the entity inside the domain 12A is user entity
Ralph_Jones. Asillustrated in FIG. 6, a message 38 is sent by
the interactive privilege function 32A to the entity inside the
domain 12A with pre-populated interactive communications
types indicating that Voice, IM, and Availability interactive
communications privileges for communications with the user
entity Bob_Smith@Other_Company are possible and recom-
mended to Ralph-Jones. Radio buttons 42 are automatically
selected by the interactive privilege function 32A in the mes-
sage 38 for recommended interactive communications privi-
leges. Radio buttons 44 for interactive communications privi-
leges that are not recommended but are allowable are
automatically not selected by the interactive privilege func-
tion 32A in the message 38.

With continuing reference to FIG. 6, the user entity Ral-
ph_Jones can choose to accept or decline these proposed
interactive communications privileges by selecting either the
“ACCEPT” button 40 or the “DECLINE” button 41, respec-
tively (block 310 in FIG. 3). A user entity’s ability inside the
domain 12A, 12B to choose interactive communications
privileges for the entity outside the domain 12A, 12B pro-
vides the self-learning of interactive communications privi-
leges in this example. In this manner, an administrator is not
tasked with maintaining all of the interactive communications
privileges in a given domain 12A, 12B. The user entity can
also choose to select other unselected radio buttons 44 to add
additional interactive communications privileges for the
entity outside the domain (e.g., Video, Files, Location, and
Flare). The user entity can also choose to unselect selected
radio buttons 42 to remove specific interactive communica-
tions privileges for the entity outside the domain (e.g., Voice,
IM, and/or Availability).

With continuing reference to FIG. 6, if the user entity
Ralph_Jones accepts the recommended interactive commu-
nications privileges for the user entity Bob_Smith, the
selected interactive communications privileges (e.g., in this
example: Voice, IM, and Availability) will be stored in the
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domain 12A as the interactive communications privileges for
interactive communications between the user entity Ral-
ph_Jones in domain 12A and the user entity Bob_Smith in
domain 12B (block 312 in FIG. 3). If the user entity Ral-
ph_Jones declines the recommended interactive communica-
tions privileges for the user entity Bob_Smith, system default
interactive communications privileges stored for user entity
Bob_Smith in domain 12B, if any were previously stored,
will be retained (block 314 in FIG. 3). In either scenario, the
interactive communications privileges will be used by a
domain server 18A, 18B to determine whether to establish
requested interactive communications with entities outside
their respective domain 12A, 12B. Also note that two inter-
active communications types, Web Share and Whiteboard,
are grayed out in the message 38. This means that the inter-
active privilege function 32A, 32B is preventing these inter-
active communications types from being selected by the user
entity inside their respective domain 12A, 12B.

The interactive communications privileges will be used to
determine whether a particular type of interactive communi-
cations session will be allowed to be established by a domain
server 18A, 18B. In this regard, FIG. 7 illustrates the system
10 wherein the session manager functions 28A, 28B calls
upon the interactive privilege functions 32A, 32B in their
respective domain servers 18A, 18B when a request for inter-
active communications involves an entity outside their
respective domains 12A, 12B. The interactive privilege func-
tion 32A provides the interactive privilege function for the
entity outside the domain 12A, 12B to determine if the
requested interactive communications should be allowed to
be established between an entity inside the domain 12A, 12B
and an entity outside the domain 12A, 12B. In this regard,
FIG. 8 illustrates an exemplary flowchart that illustrates an
exemplary processing performed by the session manager
functions 28A, 28B to process a request for establishment of
interactive communications involving entities inside their
respective domains 12A, 12B.

With reference to FIG. 8, the session manager function
28A, 28B receives a request for establishing an interactive
communications session with a party in their respective
domains 12A, 12B (block 800). The session manager func-
tion 28A, 28B determines if the interactive communications
request involves an entity outside their respective domain
12A, 12B (block 802). If no, the interactive communications
request is between entities in the same domain 12A, 12B and
are established without regard to the interactive communica-
tions privileges (block 803). If the interactive communica-
tions request involves an entity outside a domain 12A, 12B,
the interactive communications privileges that are established
and have been self-learned will be used to determine if the
establishment of the interactive communications request
involving the entity outside the domain 12A, 12B will be
allowed by the respective session manager function 28A, 28B
(block 804). The session manager function 28 A, 28B obtains
the interactive communications privileges regarding the
entity outside the domain 12A, 12B by calling upon their
respective interactive privileges function 32A, 32B (block
804). If the requested interactive communications are allowed
according to the interactive communications privileges for
the entity outside the domain 12A, 12B (block 806), the
session manager function 28A, 28B allows or facilitates
establishment of the interactive communications session
between the entity inside the domain 12A, 12B and the entity
outside the domain 12A, 12B (block 808). If the requested
interactive communications are not allowed according to the
interactive communications privileges for the entity outside
the domain 12A, 12B (block 806), the requested interactive
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communications session is not established. In this scenario
for outbound communications requests from the entity inside
the domain to the entity outside the domain, the possible
interactive communications with the entity outside the
domain 12A, 12B based on the interactive communications
privileges may be displayed to the entity inside the domain
12A, 12B for future outbound communications requests
(block 810). In this scenario for inbound communications
requests from an entity outside the domain to the entity inside
the domain, the communications request may be simply
rejected (block 810).

FIG. 9 is a schematic diagram representation of domain
server 18A, 18B in the exemplary form of an exemplary
computer system 50 adapted to execute instructions from an
exemplary computer-readable medium to perform the func-
tions described herein. In this regard, the domain server 18A,
18B may comprise the computer system 50 within which a set
of instructions for causing the domain server 18A, 18B to
perform any one or more of the methodologies discussed
herein may be executed. The domain server 18A, 18B may be
connected (e.g., networked) to other machines in a local area
network (LAN), an intranet, an extranet, or the Internet. The
domain server 18A, 18B may operate in a client-server net-
work environment, or as a peer machine in a peer-to-peer (or
distributed) network environment. While only a single
domain server 18A, 18B is illustrated, the term “server” shall
also be taken to include any collection of machines that indi-
vidually or jointly execute a set (or multiple sets) of instruc-
tions to perform any one or more of the methodologies dis-
cussed herein. The domain server 18A, 18B may be a server,
a personal computer, a desktop computer, a laptop computer,
apersonal digital assistant (PDA), a computing pad, a mobile
device, or any other device and may represent, for example, a
server or a user’s computer.

The exemplary computer system 50 includes a processing
device or processor 52, a main memory 54 (e.g., read-only
memory (ROM), flash memory, dynamic random access
memory (DRAM) such as synchronous DRAM (SDRAM),
etc.), and a static memory 56 (e.g., flash memory, static ran-
dom access memory (SRAM), etc.), which may communi-
cate with each other via a bus 58. Alternatively, the processing
device 52 may be connected to the main memory 54 and/or
static memory 56 directly or via some other connectivity
means.

The processing device 52 represents one or more process-
ing devices such as a microprocessor, central processing unit,
orthelike. More particularly, the processing device 52 may be
a complex instruction set computing (CISC) microprocessor,
a reduced instruction set computing (RISC) microprocessor,
a very long instruction word (VLIW) microprocessor, a pro-
cessor implementing other instruction sets, or processors
implementing a combination of instruction sets. The process-
ing device 52 is configured to execute processing logic in
instructions 60 for performing the operations and steps dis-
cussed herein.

The computer system 50 may further include a communi-
cations interface in the form of a network interface device 62.
It also may or may not include an input 64 to receive input and
selections to be communicated to the computer system 50
when executing instructions. It also may or may not include
an output 66, including but not limited to a display, a video
display unit (e.g., a liquid crystal display (LCD) or a cathode
ray tube (CRT)), an alphanumeric input device (e.g., a key-
board), and/or a cursor control device (e.g., a mouse).

The computer system 50 may or may not include a data
storage device that includes functions 68 stored in computer-
readable medium 70 on which is stored one or more sets of
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instructions 72 (e.g., software) embodying any one or more of
the methodologies or functions described herein. The func-
tions 68 can include the session manager function 28 A, 28B,
the interactive privilege function 32A, 32B, the context obser-
vation function 30A, 30B, and the insight agent 34A, 348 as
examples. The instructions 72 may also reside, completely or
at least partially, within the main memory 54 and/or within
the processing device 52 during execution thereof by the
computer system 50, the main memory 54 and the processing
device 52 also constituting machine-accessible storage
media. The instructions 72 may further be transmitted or
received over a network 74 via the network interface device
62. The network 74 can be an intra-network or an inter-
network.

While the computer-readable medium 70 is shown in an
exemplary embodiment to be a single medium, the term
“machine-accessible storage medium” should be taken to
include a single medium or multiple media (e.g., a centralized
or distributed database, and/or associated caches and servers)
that store the one or more sets of instructions. The term
“machine-accessible storage medium” shall also be taken to
include any medium that is capable of storing, encoding or
carrying a set of instructions for execution by the machine and
that cause the machine to perform any one or more of the
methodologies of the embodiments disclosed herein. The
term “machine-accessible storage medium” shall accord-
ingly be taken to include, but not be limited to, solid-state
memories, optical and magnetic media, and carrier wave sig-
nals.

The devices, systems, methods, and computer-readable
mediums arbitrating bus transactions on a communications
bus based on bus device health information according to
embodiments disclosed herein may be provided in or inte-
grated into any processor-based device. Examples, without
limitation, include a set top box, an entertainment unit, a
navigation device, a communications device, a fixed location
data unit, a mobile location data unit, a mobile phone, a
cellular phone, a computer, a portable computer, a desktop
computer, a personal digital assistant (PDA), a monitor, a
computer monitor, a television, a tuner, a radio, a satellite
radio, a music player, a digital music player, a portable music
player, a digital video player, a video player, a digital video
disc (DVD) player, and a portable digital video player.

Those of skill in the art would further appreciate that the
various illustrative logical blocks, modules, circuits, and
algorithms described in connection with the embodiments
disclosed herein may be implemented as electronic hardware,
instructions stored in memory or in another computer-read-
able medium and executed by a processor or other processing
device, or combinations of both. The arbiters, master devices,
and slave devices described herein may be employed in any
circuit, hardware component, integrated circuit (IC), or IC
chip, as examples. Memory disclosed herein may be any type
and size of memory and may be configured to store any type
of information desired. To clearly illustrate this interchange-
ability, various illustrative components, blocks, modules, cir-
cuits, and steps have been described above generally in terms
of'their functionality. How such functionality is implemented
depends upon the particular application, design choices, and/
or design constraints imposed on the overall system. Skilled
artisans may implement the described functionality in vary-
ing ways for each particular application, but such implemen-
tation decisions should not be interpreted as causing a depar-
ture from the scope of the present invention.

The various illustrative logical blocks, modules, and cir-
cuits described in connection with the embodiments dis-
closed herein may be implemented or performed with a pro-
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cessor, a digital signal processor (DSP), an Application
Specific Integrated Circuit (ASIC), an field programmable
gate array (FPGA) or other programmable logic device, dis-
crete gate or transistor logic, discrete hardware components,
or any combination thereof designed to perform the functions
described herein. A processor may be a microprocessor, but in
the alternative, the processor may be any conventional pro-
cessor, controller, microcontroller, or state machine. A pro-
cessor may also be implemented as a combination of com-
puting devices, e.g., a combination of a DSP and a
microprocessor, a plurality of microprocessors, one or more
microprocessors in conjunction with a DSP core, or any other
such configuration.

The embodiments disclosed herein may be embodied in
hardware and in instructions that are stored in hardware, and
may reside, for example, in Random Access Memory (RAM),
flash memory, Read Only Memory (ROM), Electrically Pro-
grammable ROM (EPROM)), Electrically Erasable Program-
mable ROM (EEPROM), registers, hard disk, a removable
disk, a CD-ROM, or any other form of computer readable
medium known in the art. An exemplary storage medium is
coupled to the processor such that the processor can read
information from, and write information to, the storage
medium. In the alternative, the storage medium may be inte-
gral to the processor. The processor and the storage medium
may reside in an ASIC. The ASIC may reside in a remote
station. In the alternative, the processor and the storage
medium may reside as discrete components in a remote sta-
tion, base station, or server.

Itis also noted that the operational steps described in any of
the exemplary embodiments herein are described to provide
examples and discussion. The operations described may be
performed in numerous different sequences other than the
illustrated sequences. Furthermore, operations described in a
single operational step may actually be performed in a num-
ber of different steps. Additionally, one or more operational
steps discussed in the exemplary embodiments may be com-
bined. It is to be understood that the operational steps illus-
trated in the flow chart diagrams may be subject to numerous
different modifications as will be readily apparent to one of
skill in the art. Those of skill in the art would also understand
that information and signals may be represented using any of
a variety of different technologies and techniques. For
example, data, instructions, commands, information, signals,
bits, symbols, and chips that may be referenced throughout
the above description may be represented by voltages, cur-
rents, electromagnetic waves, magnetic fields or particles,
optical fields or particles, or any combination thereof.

The previous description of the disclosure is provided to
enable any person skilled in the art to make or use the disclo-
sure. Various modifications to the disclosure will be readily
apparent to those skilled in the art, and the generic principles
defined herein may be applied to other variations without
departing from the spirit or scope of the disclosure. Thus, the
disclosure is not intended to be limited to the examples and
designs described herein, but is to be accorded the widest
scope consistent with the principles and novel features dis-
closed herein.

What is claimed is:

1. A method for self-learning interactive communications
privileges to govern communications with an entity outside a
domain, comprising:

monitoring communication of an entity inside the domain;

determining if the communication involves an entity out-

side the domain; and

if the communication involves an entity outside the

domain:
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gathering insight information about the entity outside
the domain;

determining possible interactive communications privi-
leges for the entity outside the domain based on the
insight information;

sending the possible interactive communications privi-
leges for the entity outside the domain to the entity
inside the domain;

receiving a selection from the entity inside the domain of
the possible interactive communications privileges
for the entity outside the domain; and

storing the selection of the interactive communications
privileges for the entity outside the domain.

2. The method of claim 1, further comprising:

receiving a request for establishing a communications ses-

sion between the entity outside the domain and the entity
inside the domain;

reviewing the interactive communications privileges for

the entity outside the domain; and

determining if the requested interactive communications

privileges allow the requested communications session
between the entity outside the domain and the entity
inside the domain.

3. The method of claim 2, further comprising establishing
the requested communications session between the entity
outside the domain and the entity inside the domain if the
interactive communications privileges allow the requested
communications session between the entity outside the
domain and the entity inside the domain.

4. The method of claim 1, further comprising scoring the
monitored communication involving the entity outside the
domain.

5. The method of claim 1, further comprising determining
if scoring the monitored communication involving the entity
outside the domain exceeds a defined communications
threshold level.

6. The method of claim 1, wherein gathering the insight
information is comprised of gathering insight information
about the entity outside the domain from an insight agent.

7. The method of claim 6, wherein the insight agent is
located inside the domain.

8. The method of claim 6, wherein the insight agent is
located outside the domain.

9. The method of claim 1, wherein gathering the insight
information is comprised of gathering insight information
about the entity outside the domain from the entity outside the
domain.

10. The method of claim 9, further comprising sending a
message to the entity outside the domain requesting the
insight information about the entity outside the domain.

11. The method of claim 1, wherein gathering the insight
information is comprised of gathering insight information
about the entity outside the domain from a cloud service
outside the domain.

12. The method of claim 1, wherein the insight information
is comprised of at least one of a reputation, a community
affiliation, an indication of trustworthiness, an entity capabil-
ity, and a profile.

13. The method of claim 1, wherein the possible interactive
communications privileges are comprised of at least one of
voice, video, instant messaging, file sharing, availability
insight, location insight, web share, and shared whiteboard.

14. The method of claim 1, further comprising determining
recommended possible interactive communications privi-
leges for the entity outside the domain.
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15. A system for self-learning interactive communications
privileges to govern communications with an entity outside a
domain, comprising:

at least one communications interface associated with the
domain;

a control system associated with the at least one commu-
nications interface and the domain, the control system
configured to:
monitor communication of an entity inside the domain;
determine if the communication involves an entity out-

side the domain; and

if the communication involves an entity outside the
domain, the control system is further configured to:
gather insight information about the entity outside the
domain;
determine possible interactive communications privi-
leges for the entity outside the domain based on the
insight information;
send the possible interactive communications privi-
leges for the entity outside the domain to the entity
inside the domain;
receive a selection from the entity inside the domain
of the possible interactive communications privi-
leges for the entity outside the domain; and
store the selection of the interactive communications
privileges for the entity outside the domain.
16. The system of claim 15, wherein the control system is
further configured to:
receive a request for establishing a communications ses-
sion between the entity outside the domain and the entity
inside the domain;
review the interactive communications privileges for the
entity outside the domain; and
determine if the requested interactive communications
privileges allow the requested communications session
between the entity outside the domain and the entity
inside the domain.
17. The system of claim 16, wherein the control system is
further configured to establish the requested communications
session between the entity outside the domain and the entity
inside the domain if the interactive communications privi-
leges allow the requested communications session between
the entity outside the domain and the entity inside the domain.
18. The system of claim 15, wherein the control system is
configured to gather the insight information about the entity
outside the domain from a cloud service outside the domain.
19. The system of claim 15, wherein the control system is
further configured to determine recommended possible inter-
active communications privileges for the entity outside the
domain.
20. A non-transitory computer-readable medium compris-
ing computer executable instructions stored thereon to cause
a control system associated with the at least one communica-
tions interface and a domain to:
monitor communication of an entity inside the domain;
determine if the communication involves an entity outside
the domain; and
if the communication involves an entity outside the
domain:
gather insight information about the entity outside the
domain;

determine possible interactive communications privi-
leges for the entity outside the domain based on the
insight information;

send the possible interactive communications privileges
for the entity outside the domain to the entity inside
the domain;
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receive a selection from the entity inside the domain of
the possible interactive communications privileges
for the entity outside the domain; and

store the selection of the interactive communications
privileges for the entity outside the domain.

21. The computer-readable medium of claim 20, wherein
the computer executable instructions are further configured to
cause the control system to:

receive a request for establishing a communications ses-

sion between the entity outside the domain and the entity
inside the domain;

review the interactive communications privileges for the

entity outside the domain; and

determine if the requested interactive communications

privileges allow the requested communications session
between the entity outside the domain and the entity
inside the domain.

22. The computer-readable medium of claim 21, wherein
the computer executable instructions are further configured to
cause the control system to establish the requested commu-
nications session between the entity outside the domain and
the entity inside the domain ifthe interactive communications
privileges allow the requested communications session
between the entity outside the domain and the entity inside the
domain.

23. The computer-readable medium of claim 20, wherein
the computer executable instructions are further configured to
gather the insight information about the entity outside the
domain from a cloud service outside the domain.
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